
AutoSSL Manager (SSL Automation) User Manual 

This document will guide you to use OnlineNIC SSL Certificate Visual Automation. 

 

Certificate ordering platform: https://onlinenic.com/en/Certificates/ssl.html 

Automation consists of three aspects: Automated Re-issuance, Automated DCV, and Automated Certificate Deployment. 

 

i. Order an SSL certificate 

1. Log in to your account (onlinenic.com) with your account ID and password. 

2. Locate “Order SSL Cert” sub menu on the left. 

 

 

3. When placing an order, we use SectigoSSL as an example here,  

CSR generation: Select "System generates new CSR and private" for later Automated Deployment. 

 

https://onlinenic.com/en/Certificates/ssl.html


4. Order is placed successfully. At the SSL certificate list, you may view its validation content for completing domain control validation. 

 

5. Follow the DNS verification instructions to create a DNS record with the domain’s current registrar or DNS service provider (such as 

Cloudflare). The host and its content must be consistent with the content displayed in the panel (4 above). 

 

6. After the DNS record (see 5) enters into effect (propagation worldwide), the certificate is verified and issued. The orders status is changed to 

COMPLETE. 

 

 

 

ii. Automated Deployment Operation 

This section describes how to Synchronize and push certificate orders to the Automation Platform. 

1. Right under the SSL list, tick the order that you want to set up “Automation”. 

 

2. Create a sub-account for accessing the SSL Automation Panel. 

2.1. A pop-up window of Sub Account options will appear after clicking "Automatic Deployment," as shown below: 

Username: A valid and active email address (usually provided by the end user); 

Password: Set your login password. You can use the quick tools to automatically generate it on its right. 

 

2.2. If the account already has sub-accounts, clicking "Automatic Deployment" will bring up a pop-up window as follows: 

You can select one of the currently listed sub-accounts, or create a new account to associate with the certificate order to be deployed 

automatically. 



 

3. Confirm linking the SSL certificate orders 

3.1. After completing step 2 above, Confirm and the next, and the certificate will be linked with the selected sub-account, as linked status. 

 

3.2. Successful Synchronization 

 

Login Panel: Click to open the Certificate Automation Management Panel; 

Copy Link: one-time accessible link for the end user who you can sent it to. 

Directly login: go to https://dnsmanager.onlinenic.com with the order’s linked email address and password. 

iii. use the certificate automation management panel. 

1. Login panel 

Panel URL: https://dnsmanager.onlinenic.com 

Method 1, Username + Password  

Username: The sub-account created in section 2.2 above 

Password: The password you entered or generated in section 2.2 above 

Method 2, the one-time accessible link mentioned in 3.2 above. 

2. Menu Introduction 

After logging into the panel, navigate to the "AutoSSL Manager" menu on the left. 

SSL Cert Orders: Orders Synced from the BestCert account panel & linked with the sub account. 

Deployment Account: to push the SSL certificate on to the various Website Management Toos/Panel, Server Management panel, Cloud 

Service Provider, and SSH Server; 

https://dnsmanager.onlinenic.com/


Deployment Task: After Deployment Account is set up, the SSL certificate will be pushed to the target and deployed there. 

CNAME Proxy: To set up domain (common name in the SSL certificate order) CNAME proxy, in order to complete DCV automatically. 

 

2.1. SSL Cert Orders 

You can view information such as Domain, Issuer, and expiration date of the listed SSL certificate. 

Please enable “Auto-Reissue” feature if you want “automatic reissuance” before it expires. 

 

2.2. Automated account deployment 

Step 1, click "Add". 

 

Step 2: Select the target. Here, we'll use the BT Panel (宝塔面板) and SSH server as examples to demonstrate how to add an Auto-

Deployment Account. 

 



 

2.2.1 Demonstration of adding "BT Panel" to the automatic deployment account 

Panel address: The public IP address of the BT Panel 

API key: The API key for the BT Panel - see below for how to obtain it. 

 

How to obtain the API key for the BT Panel 

 

 

Click Submit: A validity check will be performed. If the information you entered is valid and correct, the following prompt will appear: 

 

Click "Okay" to view your account information in the list. 

 



2.2.1 Demonstration of adding " SSH Server " to the auto-deployment account 

Step 1, Select SSH Server 

 

Step 2, enter the required server connection information. 

 

Clicking submit will trigger a validity check. Once the information is verified and accepted, you will see a success message, and view all the 

accounts in the list. 

 

 

Under the list, 

 



2.2.3 Editing and Deleting 

 

The existing server login (connection) information can be updated by editing; 

By deleting, the current automated deployment account can be removed; 

Through the task: guides you to the automatic deployment of tasks, see below. 

2.3. Automated Task Deployment 

Prerequisites for automated deployment: Certificate order and automated deployment account are both in place and available. 

The main problem that automated deployment tasks solve is: which certificate to deploy to which server. 

2.3.1 Add deployment task 

Demonstration 1: How to deploy the following certificate into the BT Panel: 

 

 

Click to add: 

 

 

 

Select the BT panel. 

If the information entered is correct and valid, a prompt will appear: Automatic deployment task added successfully. 

 

 

The status in the list shows "Completed," meaning the certificate and private key have been pushed to the target server. 



 

 

You can view website data in the BT Panel: Website -> Configuration -> SSL 

By checking, you can see that the data has been transmitted to the site. 

 

 

Demonstration 2: How to deploy the certificate to the SSH target server: 

Automatic Deployment Account: Select SSH Server 

Associate SSL Certificate: Select the certificate. 

 

If the information entered is correct and valid, a prompt will appear: Automatic deployment task added successfully. 

 

 

You can choose “Run now” to run the deployment task. 



 

 

Log in to the SSH server and you will see that the SSL certificate has been pushed to the target server. 

 

 

2.4 CNAME Proxy 

CNAME proxy is an important step in enabling automatic domain control (DCV) transfer after certificate resignation. 

2.4.1 Glossary 

The domain name being proxied: that is, the main domain name (common name) in the order; 

Host record: The DNS record host header for the main domain name; 

CNAME record value: The current CNAME record value for "hosthead.domain". 

2.4.2 Example Description 

Taking the following image as an example, we need to set a DNS CNAME record. 

_pki-validation.example.com 

CNAME 

7336442fc8ef5314.onlinedns.net 

 

 

Got you your domain name or DNS service provider and set up a DNS CNAME record with the value showed in the panel. Once the DNS 

record is verified, the status will show “Verified”.  

After adding the CNAME record with your domain registrar or DNS provider, wait for it to take effect, which usually takes 1-24 hours. Please 

consult your current domain service provider for details. 

 

2.4.3 CNAME proxy takes effect 

Once the record takes effect, in the CNAME proxy list, click refresh to the right of the record; the status will display as "Verified." This indicates 

that the automated CNAME proxy has taken effect. Note: Records at both the DNS provider and the CNAME proxy must be retained and 

cannot be deleted. 

 

2.4.4 Automated Certificate Re-signing 

In the certificate list, find the SSL certificate order for the domain that has been "CNAME proxyed" successfully – CNAME proxy status is 

“Verified”. 

 

Click "Reissue" to confirm the reissuance of SSL certificate. 

(Note: This is a manual Reissue example only. In normal procedure, Reissue will be performed automatically 30 days before the certificate 

expires.) 

https://_pki-validation.example.com/


 

 

The order has entered the "pending verification" status. 

 

 

Wait 5 minutes around for the certificate to be automatically issued. Once issued, the status will be changed “issued” and it will be pushed to the 

target device according to your setup on "Deployment Task". 

 

 

iv. Customer Support 

If you have question regarding SSL Automation or need assistance when using SSL Automation, please feel free to contact our customer 

support or account manager via ticket or Email. 

Email: onlinenic-partner@onlinenic.com 

 


